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Abstract
In this paper the European Cities Platform for Online Transaction Services
(EURO-CITI) project is presented. The EURO-CITI project aims to specify, develop
and demonstrate a common architecture and related services targeting the public
sector. The proposed services include tele-voting, electronic submission of forms
and tele-consulting. Tele-voting will be used for opinion polls petitions that can be
initiated by both the local authorities and citizens aiming to reinforce the concept of
direct democracy. The proposed architecture will integrate and where appropriate
enhance key technologies for security, authentication/authorisation, data
description, user-centered interfaces, etc. The resulting EURO-CITI platform will
be dynamically re-configurable to allow for example simultaneous voting on the
same problem at geographically distributed areas. The trials will be supported by a
generic methodology for process re-engineering and will take place in three major
European cities, namely Athens, Barcelona and the London Borough of Brent.
Keywords: tele-voting, e-forms, tele-consulting, EURO-CITI, direct-democracy, egovernment, e-democracy
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1.

Introduction

The realisation of the concept of ‘Electronic Government’ suggests that local
authorities should extend the range of electronic services that they provide to
citizens. The existing infrastructure used for providing information and
communication services should be further enhanced to allow providing transaction
services. These will enable citizens to acquire products or services on line or to
submit data. Of the most important services are tele-consulting, electronic
submission of forms and voting for realising opinion polls petitions.
The introduction of transaction services however falls far beyond designing Web
pages [2]. The development of transaction services depends on a number of
technological advances mainly on security, authentication/authorisation and on
efficient algorithms to deal with the increased network traffic. The effectiveness of
transaction services depends on a number of organizational changes, namely
process models and process re-engineering methods, which are required at the
administration site.
According to the European Commission [8] the transaction services, which allow
acquiring products or services on line or submitting data (e.g. government forms,
voting), are perceived as the future of electronic government. Forms have a key role
in all administrative processes. Furthermore, the potential of tele-voting for
realising opinion polls petitions provides a historic opportunity to re-establish some
form of direct democracy. The concept of direct democracy suggests that all
citizens decide via voting on their problems. This concept was abandoned as local
communities were growing in size.
In this paper, the European Cities Platform for Realising Online Transaction
Services (EURO-CITI) project is presented [7]. The EURO-CITI project is funded
by the European Commission under the Information Society Technologies (IST)
Programme [19].
The main objective of EURO-CITI is to exploit the potential of on-line democracy
by developing and demonstrating new transaction services, namely tele-voting,
electronic submission of forms and tele-consulting. The development of these
services calls for a common underlying architecture to fully exploit their potential
and facilitate their implementation. It further calls for a new process model that can
be adopted by local authorities in order to maximise the benefits of these services.
This paper is organised as follows. In Section 2 related work is reviewed. In Section
3 the objectives of the project are given while in Section 4 the approach to be
followed to meet these objectives is in detail presented. In Section 5 the expected
benefits are outlined. Finally, in Section 6 the conclusions are presented.

2.

Related Work

The public sector is increasingly using new technology in order to interact with
citizens [13][14]. The services that are currently provided mainly aim to inform
citizens and to enable the electronic communication between the administrations
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and the general public. Although it has been recognised that the future of the
administration-citizen interaction is the so-called transaction services [8], their
current realization and adoption is not as widespread as anticipated. In most
European countries transaction services are only at their first steps. For example,
the electronic submission of forms, although popular in the United States, is not
widely spread in Europe.
Public transaction services can be considered to be ‘e-government’ services. Egovernment is an own research area although it shares common characteristics with
e-business [12]. The term ‘e-government’ often refers to the application of
information and communication technologies in the public sector (definitions of ‘egovernment’ are proposed in [26][5] and [9]). The domains of e-government as
perceived by the U.S. Digital Government research program are three: Policy,
technology and management [4]. The authors point out that what is technological
possible may not be organizationally feasible or socially-politically desirable. To
ensure organizational feasibility, a number of process models and process reengineering methods have been proposed, e.g. [27][22]. To ensure societal
approval, citizens’ requirements should be always taken into account when
designing e-government services [3].
A number of methodologies and frameworks have been proposed to guide the
transition to e-government. According to one of them, e-government must be
looked upon from four different perspectives: the perspective of the addresse
(citizen), of the process (re-organization), of the cooperation and finally the
perspective of knowledge [20]. Certain barriers however exist in the way for
realizing e-government that need to be tackled [15]. In this context, success or
failure may be determined by the gaps between the conceptual models held by key
stakeholders or implicit within reengineered information systems and public sector
realities. Public managers need to focus on gaps in: Information, technology,
processes, people’s objectives-motivations-staffing-skills, management and
structures and other resources like money and time [26].
With regards to the management of public information systems, this can be
performed in two approaches [17]:
•

Centralized: where decisions are taken at the most senior or central level.

•

Decentralized: where decisions are taken at some level lower than the most
senior e.g. by individual unit within the organization.

According to the EURO-CITI proposal, the efficient and effective introduction of
transaction services calls for advances in areas such as unified access to services,
advanced architectures, process re-engineering methods and of course the services
themselves and their user-interfaces.
State-of-the-art work in unified access suggests that services should be accessible
from kiosks, home PCs, public PCs and through GSM (using WAP devices) [24]. In
order to allow access from WAP a WAP Gateway is required. This can be provided
by the communication bearer or can be installed at the site of the service provider.
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State-of-the-art in network security and authentication/authorisation includes the
use of individual’s certificates [11], digital signature, smart cards and the use of
security protocols such as SSL/TLS for IP connections and WTLS for WAP
connections [25].
State-of-the-art in secure networks over Internet also includes the concept of Virtual
Private Networks (VPNs). VPNs provide high levels of security,through protocols
like PPTP or IPSEC, however their cost is high and they cannot be dynamically reconfigured from non-experts.
State-of-the-art algorithms for tele-voting include multi-recastable ticket schemes
for reducing the volume of network traffic [10]. Tele-voting is the main focus of
many projects (e.g. [1], [19]). A comprehensive literature survey of tele-voting
including mobile-voting and related security issues is presented in [23]. The
promises and pitfalls of tele-voting as well as the political issues that arize from its
realization are examined in [18] and [6].
State-of-the-art in user interfaces suggests adopting a user-centered approach such
as the one proposed by ISO 13407 and also taking into account the specifications
and limitations of the different kind of terminals (desktop PCs, kiosks, WAP
terminals) in order to provide to the end-user an appropriate user interface
according to the specific terminal he/she uses.
Finally, process models and re-engineering methods are widely used in the business
sector but are not adopted in a satisfying degree by the public administrations.
Although frameworks for electronic government have been proposed (e.g. [20]),
transaction services are still in their first steps thus no process models are currently
widely used to exploit their potential and no process re-engineering method is
established and broadly accepted for maximising their benefits.

3.

Objectives

The objectives of EURO-CITI are:
•

•

To define and develop a unified architecture (EURO-CITI architecture) with
the following characteristics:
o

Access from different end-points (home or public PC, kiosks and WAP
devices).

o

Support of different access levels using network security and
authentication/ authorisation mechanisms.

o

Dynamic configuration and management of networks of EURO-CITI
servers.

o

Facilitation of provision of added value network transaction services.

To define and develop a number of transaction services (EURO-CITI
services) which will exploit the architecture. The foreseen groups of services
include:
o

Tele-voting for realising opinion polls petitions.
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o

Electronic submission of forms.

o

Tele-consulting to citizens.

•

To propose and test a process model including a process re-engineering
methodology aiming to assist local authorities in realising the potential of the
EURO-CITI transaction services.

•

To assess and validate the above adopted approaches.

The basic component of this platform is the EURO-CITI server. This server will
integrate state-of-the-art architectures and protocols with innovative services and
applications in the converging environment of Internet and Mobile technologies.
The architecture of the EURO-CITI server will enable the deployment of the
EURO-CITI services and also the dynamic configuration of a EURO-CITI network
of servers. Thus:
•

A EURO-CITI server will provide local transaction services, such as televoting in a specific area.

•

A EURO-CITI network will support transaction services for EURO-CITI
networks, such as simultaneous tele-voting on a common issue at
geographically distributed areas.

The concept of a EURO-CITI network is considered as very important. Local
authorities will be able to invite other local authorities to set-up a network, to
launch services on this network and to finally drop the network. Each local
authority will be able to participate in an unlimited number of EURO-CITI
networks.
The EURO-CITI services will target both for the administrator (i.e. local
authorities) and the end-user (i.e. the citizen). All administrativefunctions will be
Web-based while services for the end-user will be accessible from the Web and
whenever possible from GSM through WAP-enabled devices.
At the final stage of the project, three EURO-CITI servers will be deployed to three
major European cities, namely Athens, Barcelona and London Borough of Brent. At
each city, a EURO-CITI server will be installed that will include all software to
realise the EURO-CITI architecture and the three EURO-CITI transaction services.
A process re-engineering method will be proposed that will enable local authorities
to re-organise their structure in order to exploit the full potential of the transaction
services.
Finally, three major trials will be performed, one at each city. During the trials
period, local authorities will use the EURO-CITI platform to provide the transaction
services to the public while citizens will have access to the services provided. The
trials will allow local authorities to become familiar with the EURO-CITI software
and to appreciate the benefits of transaction services. The trials will also allow
citizens to benefit from using the services provided. For accessing secure services
using selected public kiosks and/or public PCs a small number of citizens (around
100 per city) will be provided with the EURO-CITI smart card that will be
developed within the project.
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4.

Approach

The realisation of transaction services calls for advances in a number of areas. The
EURO-CITI project identifies and addresses three key areas:
•

The architecture of the platform

•

The services of the platform

•

The process model that is required to exploit the platform

The resulting EURO-CITI platform will have the following characteristics:
•

It will support the secure transfer of data over insecure networks such as
Internet and GSM.

•

It will support unified authentication and authorisation mechanisms using
smart cards and the login/password paradigm. The login/password paradigm
in conjunction with state-of-the-art security protocols will ensure that
authentication and authorisation mechanisms are of a quality similar to that of
smart cards.

•

It will support dynamic configuration of EURO-CITI networks of servers.
Each EURO-CITI server will be able to invite other servers in creating a
EURO-CITI network. Upon acceptance of the invitation, the EURO-CITI
network will be automatically created. The host will then be able to select and
launch a number of EURO-CITI services that will be developed specifically for
EURO-CITI networks. For example, a network may be created to allow citizens
of participating areas to vote on a common problem. Finally, the host will be
able to drop the network. It should be noted that each server will be able to
participate in an unlimited number of EURO-CITI networks.

•

The EURO-CITI platform will include a number of transaction services both
for the administrator and for the end-user i.e. the citizen. These services include
tele-consulting, electronic submission of forms and tele-voting.

•

The EURO-CITI services will be accessible by networked PCs and kiosks
(through Internet) and by WAP devices (through GSM).

•

The EURO-CITI platform will be supported by a process model including a
process re-engineering methodology. The process model will allow local
authorities to exploit the potential of the EURO-CITI platform

The main development of the project will be the EURO-CITI server. The main
modules to be developed with the project are shown in figure 1. The shaded box on
the left shows the EURO-CITI server components while the right box shows the
technologies that will be utilised for its realisation.
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Figure 1: The EURO-CITI server and related technologies
Developments within the EURO-CITI project span from the application down to the
network layer. The main developments are classified into two categories:
•

EURO-CITI Services: these include tele-voting, electronic submission of forms
and tele-consulting.

•

EURO-CITI Architecture: these include the management tool, the
communication protocol and the components for dynamic re-configuration,
security and support of access from different media.

4.1

EURO-CITI Architecture

The EURO-CITI architecture will have the following characteristics:
•

access from different media (home or public PC, kiosks and WAP devices),

•

support of different access
authentication/authorisation,

•

dynamic configuration and management of networks of EURO-CITI servers

levels

using

network

security

and

The approach to achieve each of these characteristics follows.

4.1.1

Access to the EURO-CITI Patform

The EURO-CITI platform should be flexible enough to permit access to users either
from their home PC (through an ISP) or from specific points of entry (public PCs
and/or kiosks), or even from their GSM terminals (through a GSM provider).
Access to the system should be granted either by the usage of a smart card or by a
mechanism similar to the login/password paradigm. A critical point in the overall
system will be the capability of the architecture to offer authentication and
encryption.
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The key components of a typical platform are shown in figure 1. The Server
component is the central point of the system; it executes the software toolkit,
allowing local authorities to set up and maintain their platforms in order to offer the
transaction services.
The EURO-CITI platform will support access from Internet, Intranet and also
through GSM. For the first two cases, the technical infrastructure that is required is
limited to a Web/Application server and of course Internet access. For supporting
mobile access through the WAP protocol, the required infrastructure includes
modems for incoming calls and a WAP Gateway.

4.1.2

The EURO-CITI Approach t Network Security

The access to the EURO-CITI platform can be realised using either Internet or
GSM. In the first case, the access to the network for home users is provided by an
ISP. This network is insecure hence special provisions should be taken to support
authentication and encryption. The two candidate technologies to be used with the
EURO-CITI project are based on the the Secure Sockets Layer (SSL) and the IPSec
protocols.
In the case of GSM users the usage of the WAP technology is adopted. By using
WAP technology, it is feasible for the system to provide the same user-friendly
interface both to mobile and to home or kiosk users. The communication between
the WAP terminal and the server is accomplished through the GSM network and the
WAP Gateway that adapts the WAP subsystem to the IP network Since there are no
special security mechanisms implemented in the GSM network for data
communications, the WAP security mechanism has to be used. This mechanism is
implemented in the Wireless Transport Layer Security (WTLS), which is a security
protocol based upon the standard Transport Layer Security (TLS) protocol,
formerly known as SSL. This protocol can be translated to SSL at the WAP
Gateway. An alternative to this would be the usage of other authentication and
encryption protocols, like those that will be used for home and kiosk access (such as
IPSec). Yet, this solution has the disadvantage that these protocols should be
implemented on the mobile terminal, making its protocol stack heavy. Therefore,
the final decision will be made after critical evaluation of these and other emerging
technologies. A first investigation of security aspects with regards to internet-voting
and mobile-voting is presented in [23].

4.1.3

The EURO-CITI Aproach to Athentication and Athorisation

User authentication and authorisation will be based on two alternatives: smart cards
and the login/password paradigm.
In the case where a smart card is used, this smart card contains an RSA or DSA key
pair and a certificate. Within the EURO-CITI project, the following building blocks
will be developed (figure 2):
•

secure client,
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•

trusted server,

•

trusted administration,

•

time-stamping system.
Certification Authority
Time-Stamping system

Registration
Ordinateur de bureau

Client application

Certificate
Revocation List

INTERNET

Cryptographic
services

LDAP
Directory

Processus

PC/SC interface
Card reader

Processus

Certificates delivered
by the Registration
Authority

smart card
Trusted Server

Smart Card
Client Module

Administration server
Electrical
Module

Smart Card
Server
Middleware
EURO-CITI Service 1

Use Rights
Database
(URDB)

EURO-CITI Service 2

Card Revocation List

EURO-CITI Service k

Card
Management
System

Figure 2: Authentication/authorisation using smart cards
The Secure client also called the smart card module will consist of a software
application communicating with the user’s smart card through a PC/SC compatible
card reader.
User authentication will include a local authentication protocol based on the user’s
personal identification number (PIN), and a remote authentication protocol using
user’s credential and certificate. The Secure client will digitally sign and potentially
encrypt electronic forms filled in by the user, using the user’s private key stored in
his/her smart card.
Electronic forms will be securely uploaded to the Time-Stamping system with the
user’s signature and certificate attached to them. The Time-Stamping system will
provide a publicly verifiable proof of the submission time of the form by adding
another signature.
The Trusted Server will consist of an HTTP based application monitoring remote
communication between the secure client and the EURO-CITI services. The
Trusted server will enforce privacy mechanisms after completion of remote user
authentication. It will manage user access to EURO-CITI resources and services
according to user’s authorisation. The Trusted Server will be part of a wider module
called the Smart Card Server middleware acting as a proxy between the client
applications and the EURO-CITI server.
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The Trusted Administration will consist of an application allowing for specifying
access control lists (users’ capabilities) on the EURO-CITI platform. It also
specifies enhanced privacy mechanisms to be enforced by the Trusted Server. This
application will be a part of the Card Management System module which will allow
for personalising smart card, storing and modifying keys and certificates in smart
cards. This module will be managed by the EURO-CITI registration authority in
charge of authenticating users requesting certificates.
The Time-Stamping system will time-stamp electronic forms coming from users
and digitally sign them. An acknowledgement of successful time-stamping will be
sent back to the user while the time-stamped document will be sent to the EUROCITI platform.
Time-stamping services will be provided in cooperation with a trusted third party
who can also act as the main certification authority (CA) of the EURO-CITI public
key infrastructure (PKI).
The Authentication/Authorisation system will be plate-form independent.
In some cases however the use of a smart card is not possible. This is the case for
home users that do not have a card reader and for mobile users. In this case,
different mechanisms may be used.
The first such mechanism is the well known login/password which will be utilised
in conjunction with the appropriate enhanced security mechanisms as described in
section 4.1.2. In particular, at the time a user wants to access a web page from the
EURO-CITI Server, a prompt should ask the user to provide a login name and a
password. The login name and password are communicated back to the server,
where authentication and access rights control will take place. This can be done by
having the server to interact with a user’s access database. In case of a successful
authentication, the referenced web page is sent to the user’s browser ready for
display. The communication of the login name and password from the web browser
to the server is secured with the use of the SSL/TLS protocol.
The second mechanism to be evaluated is the challenge and response
authentication. In a mechanism like challenge and response the user convinces the
provider/system (verifier) that he knows a secret without sending the secret to the
verifier. In some variants, the verifier knows the user’s secret to check the claimed
identity. In others, the verifier does not need to know the user’s secret to identify
him. The user convinces the verifier by providing a response to a time-variant
challenge.
Challenge and response mechanisms require the use of client-side applications. The
feasibility of wide scale deployment of client-side applications will be evaluated to
determine whether it is a viable option.

207

European Cities Platform for Online Transaction Services:The EURO-CITI Project

4.1.4

The EURO-CITI Approach to Support Networked Transaction
Services

Each EURO-CITI server is responsible for supporting and implementing services
that are provided by local authorities of a specific geographic area to local citizens.
However, it will be possible for a server to participate in a network of EURO-CITI
servers. Such networks will be configured:
•

On demand. For example, for the purposes of a specific voting procedure;
the network will thereafter cease to exist.

•

On a permanent base. The members of such networks will be cities that
share common interests and are willing to co-operate and strengthen their
inter-relations.

In order to support creation and dynamic re-configuration of EURO-CITI networks,
special care will be taken in two directions:
1. First, the design of the architecture of the EURO-CITI server that will be such
that will allow for the creation and re-configuration of such networks. The main
features of the resulting architecture will be its openness and its use of
standards (such as DCOM, CORBA, XML). The choice of the appropriate
standards will aim at the implementation of a robust and easily extensible and
re-configurable platform.
2. Second, the design of an appropriate set of protocols that will allow for all the
functions that are needed in order to support the creation, reconfiguration and
operation of a EURO-CITI network. These protocols will allow for:
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•

Announcement of servers in a network that is under (re-) configuration.

•

Establishment of connections between servers that are participating into the
same network.

•

Instantiation and co-ordination of common procedures such as voting.

•

Implementation of common computations. The way common results are
computed will take into account many issues such as speed of available
lines. The servers may share computations or they may share only results.

•

Load sharing if such a case is desired.

•

Exchange of information during common processes. For example,
exchange of the results of computations made so far in a server or
information concerning the state of a server. Exchanged data will be
protected using authentication and encryption mechanisms.

•

Synchronisation of servers participating in common computations. Such
synchronisation will allow every server taking part in a voting procedure to
be aware of the results computed by other servers and citizens will be able
to be informed about the results of an ongoing voting procedure.

•

Consideration and encounter with cases of failures. For example, if a server
fails, the network will be able to continue its operation and support of
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services (such as an ongoing voting procedure) and when the server
becomes alive, special procedures will allow for its re-entrance in the
network even during an ongoing procedure.
This set of protocols will in whole allow for a robust and fault-tolerant
communication among EURO-CITI servers. Many key issues will be taken under
consideration in the design of this set: for example the protocols should make an
effective and thoughtful use of network resources keeping the network load
appropriately low. State-of-the art technologies and popular standards will be used
wherever it is necessary and possible.
In summary, the work foreseen in this area includes:

4.2

•

Specification and implementation of all necessary communication
protocols.

•

Development of a management tool for the administrators of the EUROCITI networks, i.e. the local authorities.

•

Validation and verification of the platform to all three participating cities,
namely Athens, Barcelona and the London Borough of Brent.

EURO-CITI Services

The EURO-CITI services include:
•

Tele-consulting

•

Electronic submission of forms

•

Tele-voting

The functional specifications of the EURO-CITI services will be determined at the
beginning of the project. For this purpose, a small-scale survey will be performed
between the citizens of the participating areas. The results of this survey along with
the experience of the participating local authorities will allow determining the
functional specifications of the services to be developed.
A preliminary description of the functionality of the EURO-CITI services follows.
Tele-consulting will enable citizens to ask local authorities for consultation and for
local authorities to respond and also record and monitor consultation sessions.
Normally this service will not require authentication.
The electronic submission of forms will allow:
•

Local authorities to create a new electronic form from its paper-based
counterparts, to assign it an access policy (restricted/unrestricted), to create and
launch an ‘electronic submission’ service for this form that citizens can access
through Internet and whenever possible WAP devices, to collect the submitted
forms, to monitor the progress of electronic submission etc.

•

Citizens to electronically submit forms.
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The administrator in the local authority will be responsible to determine whether an
authentication mechanism will be required for submitting each form.
The tele-voting will allow:
•

Local authorities: to initiate a call-for-vote on a local problem, to set-up
networks of local authorities’ servers and initiate a call-for-vote on common
problems, to monitor voting results and extract statistical information, etc.

•

Citizens: to vote on local or common problems using PC, kiosks or WAP
devices, to view voting results on their area or other areas (in the case of
common voting), to propose their own call-for-vote, etc.

It is self-evident that the services can be grouped according to their respective users
into two groups: those for local authorities and those for the citizens.
The EURO-CITI approach suggests that three generic applications will be
developed, one for each respective service. Each generic application will allow
local authorities to automatically create and manage the services to be used by
citizens. In this sense, the generic applications for the local authorities can be
viewed as meta-services.
The generic applications for the local authorities will be Web-based. Particular
emphasis will be put on the Graphical User Interface and overall design of these
applications, as they will be used by non-technical experts.
All generic applications will be installed and evaluated at all three participating
cities, i.e. Athens, Barcelona and the London Borough of Brent.
The services for the citizens will be automatically developed by executing the
respective generic application. In general, all services will be accessible via both
Internet and WAP-enabled devices. This will be made possible by use of XML/XSL
and related technologies. As a result, services for the Web (HTML pages) and
services for WAP devices (WML pages) will be both based on a common
description. Furthermore, the use of filters for automatically converting HTML to
WML will be evaluated.
It should be noted that the general rule of services being accessed via both Web and
WAP may not apply in certain cases, such as the electronic submission of forms due
to interface constraints but also due to other technological or managerial
constraints. Technological constraints may for example include the lack of a
mechanism to support electronic signatures over the GSM-WAP.
The development of EURO-CITI generic applications will be based on the three-tier
architecture model (figure 3). It is expected that a thorough analysis will elaborate
this model to a more detailed n-tier model. As an example, the tele-voting service is
considered. Components at a low layer will handle issues such as uniqueness of
vote and anonymity of voter. These will use components available at the
architecture layer, such as those responsible for authentication and authorisation.
Components at a higher layer will use these components to ensure that voting for
one person has been successfully completed. Other components will be responsible
to provide information on the whole voting such as current results etc. Finally, at a
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higher layer, components will allow creating a new voting that will run on a EUROCITI server or a EURO-CITI network. The complexity of the foreseen services calls
for a thorough analysis at the first stages of the project.

Figure 3: Services design and implementation

4.3

Process Re-Engineering

The EURO-CITI project recognises that the effective use of transaction services
requires a process model, which also includes a process re-engineering method, at
the site of each local authority. It is essential that the structure of the local
authorities is able to support and exploit the transaction services.
The objectives of the process re-engineering include the development of a generic
business process re-organisation methodology that may be followed by local
authorities to realise the full potential of the EURO-CITI platform including a
business process and operational model. This methodology will thereby contribute
to the services of the EURO-CITI project. Furthermore, such framework could be
used for many other services and applications in the area of local governments and
citizens. The outcome of this task will generate new models for service provision,
which are expected to influence and optimise on-line service offerings for specific
groups of customers.
Furthermore, within the EURO-CITI project, the generic methodology will be
adapted for each of the participating test sites. The task of the test sites includes the
validation and verification of the developed methodology. The work here will adapt
process re-engineering methods from the business sector to formulate a generic
method that will be applicable to the sector of public administrations.

5.

Results and Expected Benefits

At the end of the EURO-CITI project the following will have been developed and
demonstrated:
•

Three new applications that will allow local authorities to create and manage
the following public services: tele-voting, electronic submission of forms and
tele-consulting.
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•

An architecture that will allow dynamic re-configuration of networks of local
authorities and support the developed networked services, e.g. allowing
citizens in different cities to participate in a common voting.

•

A new process model allowing local authorities to fully realise the benefits of
the developed transactions services.

The impact of these achievements is multi-faced:
•

The tele-consulting application will facilitate contact of local authorities with
citizens. The use of the voting application for opinion polls petitions will
facilitate the realisation of direct democracy i.e. increased and equal
participation of citizens to democratic processes. The electronic submission of
forms will increase the efficiency and reduce costs of local authorities.

•

The EURO-CITI architecture will strengthen the collaboration between local
authorities at all levels, from the regional up to the European by allowing local
authorities to form virtually private networks.

•

The EURO-CITI server will provide all necessary safeguards to guarantee the
security of data at the network level, the authority of citizens to vote, the
anonymity of voting etc.

•

The EURO-CITI platform will integrate existing infrastructure (Web servers,
public PCs, kiosks) with smart cards and the emerging WAP technology thus
increasing accessibility by all citizens.

•

All EURO-CITI components and interfaces will be easily adaptable for use at
any European country.

•

Finally, the proposed process models will increase the efficiency and
effectiveness of local authorities.

6.

Conclusions

In this paper the EURO-CITI project was presented. This project aims to improve
the efficiency of local authority, reinforce the concept of direct democracy and
foster collaboration between local authorities at all levels (regional, national,
European). To achieve that goal a platform will be specified, developed and
deployed in three major European cities, namely Athens, Barcelona and the London
borough of Brent. This platform will consist of an underlying network architecture
to support security, authentication, authorisation, access from multiple devices,
multilinguality etc. The platform will further consist of three advanced applications,
namely tele-voting, e-forms and tele-consulting. These applications will be operated
from local authorities in order to manage the relevant services for the citizens.
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